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Quick Start & Deployment Overview

There are 4 key steps to deploying Teramind On-Premise. Step 2-4 are identical no matter which
virtualization platform you choose. Click a link to jump to its instructions section:

Setup a virtual machine

Setup the IP, network and the
machine role(s)

Setup the account and finish
installation

Install the Teramind Agent
(optional)

On your VMware / Hyper-V environment - either
through their client or web interface.

e VMware ESXi 6.7 © VMware vSphere e Hyper-V

On a console interface for the VM you created in Step 1.

e Setting Up the IP, Network and the Machine Role(s)

From the Teramind dashboard.

e Setting Up the Account and Finishing Deployment

Several options available.

e |nstalling the Teramind Agent
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Teramind On-Premise Overview

Teramind is the world’s leading platform for employee monitoring, insider threat detection, data loss
prevention and workforce productivity optimization solutions. All Teramind solutions are available to
deploy On-Premise. This deployment guide will help you discover what you can expect from your
Teramind On-Premise deployment and provide you with installation prerequisites, step by step
instructions, technical and support information.

Benefits of Deploying Teramind On-Premise

Here are some benefits you can expect if you choose to deploy Teramind On-Premise:

Full Control of your Environment Flexible Storage
Use your own infrastructure and only pay for Choose how much storage you want allocated for
resources you consume (i.e. CPU, storage, memory). OCR, user data and application meta data. The nodes
Full control of your environment means you can will communicate with the master nodes and each
provide the SLA you need. other automatically making storage management

easier.

Flexible Deployment Options Control Your Own Backup
Deploy the entire Teramind server with a single Control how often and when backups are taken.
OVA/VHD. Support for VMware ESXi and Hyper-V Teramind On-Premise supports both on-demand and
gives you freedom to deploy Teramind on many scheduled backups.

environments.

Easy Updates Integration
Single file model for security, patch management Export data to SIEM, IDS/IPS and other threat
and feature deployment. One-click deployment from analytics systems via syslog. Active Directory
the dashboard makes it easy to keep your server integration and REST-based API opens up possibility
running smoothly. for coordinated security orchestration.

Security and Compliance

You control all aspects of security and compliance including firewall, SSL, VLAN, SSH tunnels, 2FA, IP
whitelisting on your firewall etc. Your security measures combined with Teramind’s built-in support for HIPAA,
GDPR, PCI DSS and other compliance-specific policy and rules, Teramind On-Premise is ideal for customers in
government, healthcare, finance and other regulated industries.



Primary Server Requirements

Deployments for under 1,000 concurrent users can be hosted on one all-inclusive server, in most cases.
CPU and system memory should be provisioned based on the expected number of concurrent
monitored sessions, according to the following table:

Concurrent Users

Up to 100
Up to 500

Up to 1, 000

Larger deployments:
1,000 or more concurrent users

Server Requirements

1 Teramind Master Server (VM)
1 Teramind Master Server (VM)

1 Teramind Master Server (VM)

1 Teramind Master Server (VM)

1 Teramind App Server (VM) per
1,000 concurrent users

1 Teramind Bl Server (VM)

OCR Server Requirements

CPU/RAM Requirements

CPU: 4 cores
RAM: 8 GB
CPU: 8 cores
RAM: 16 GB
CPU: 16 cores
RAM: 24 GB

CPU: 16 cores
RAM: 32 GB

CPU: 16 cores
RAM: 24 GB

CPU: 16 cores
RAM: 32 GB

You need to set up at least one OCR Database Node and one Mining Node for the OCR

features to work.

No of Users

Less than 200 users

Larger deployments of 200 or
more users

Server Requirements

1 OCR Database Node

1 OCR Mining Node

1 OCR Database Node

1 OCR Mining Node per 200 users

CPU/RAM Requirements

CPU: 4 cores
RAM: 8 GB
Disk: 100 GB
CPU: 16 cores
RAM: 16 GB
Disk: 24 GB

CPU: 4 cores
RAM: 8 GB
Disk: 100 GB

CPU: 16 cores
RAM: 16 GB
Disk: 24 GB



ﬂ You will need to adjust the disk size as you add or remove video recordings over time. See the
Storage Requirements section below for more information.

Storage Requirements

Primary Storage

Storage for Screen
Recordings

The Teramind virtual appliance comes with a primary volume of 100
GB. This volume contains the Teramind server application and
database. The size of this volume can be increased at a later point in
time.

ﬂ Teramind requires the primary volume to be on SSD or
equivalently fast storage for deployments above 500 users.

e BI Classifications needs about 5GB of disk space plus
additional disk space equivalent to about 20% of your current
DB size. So for example, if you have a database of 100GB the
Bl deployment will need 20GB+5GB = 25GB space. Check out
this KB article to learn how to update your Bl classifications.

The simplest way to add storage is from your hypervisor, by simply
adding a second volume. Teramind will automatically detect, format,
and mount the volume once you add it to the virtual appliance. If you
use Hyper-V, this volume should be a VHDX format (not VHD).

You can also use a NAS or any filesystem over NFS. You can contact us
for configuration detail.

A NAS over NFS is mandatory if you have a multi-server

e deployment (a deployment that has more than one Teramind
App Server). For help with setting up a NAS check out this
article on our Knowledge Base.

The size of this second volume can be estimated based on the number
of sessions that will be recorded. With the default settings, for sessions
with one screen doing normal work activity, you can expect
approximately 1 GB per 160 hours.

You can adjust retention policies and recording preferences in
monitoring settings at any time. This storage is low-access and can be
on magnetic / non-SSD media.


https://kb.teramind.co/hc/en-us/articles/1500008922862-How-to-update-the-Teramind-Server-and-BI-Classification-On-Premise-Private-Cloud-deployment-
https://kb.teramind.co/hc/en-us/articles/1500008924402-How-to-setup-an-on-premise-multi-node-deployment
https://kb.teramind.co/hc/en-us/articles/1500008924402-How-to-setup-an-on-premise-multi-node-deployment

Agent Requirements

*  Microsoft Windows 8 and up (32 & 64-bit)

*  Microsoft Windows Server 2012 and up

*  macOS 12 (Monterey), macOS 11 (Big Sur), macOS 10.15
Supported Platforms (Catalina) and macOS 10.14 (Mojave) *

* At the moment, Teramind on Mac has limited functionalities.
check out what features are currently supported here.

e Stand-alone workstation / server
*  Terminal server (RDS) *
* Application / Session server
e Citrix
Sessions *  VMware Horizon

* Ideally, terminal servers should have a maximum of about 30
users or less depending on the number of screens and monitoring
settings. Otherwise you may have performance impact.

Approximately 30 MB - 50 MB memory and 1-3% CPU utilization,

Load . .
depending on user activity
Visibility Hidden or revealed desktop agents available
e Silent MSI
Deployment * Deployment via Group Policy or SCCM
* Dashboard-based silent remote installer
Approximately 10 kbps upstream depending on user activity level &
Bandwidth PP Y ps P P 8 y

number of screens

Teramind features offline recording on the Silent/Hidden Agent
(Windows). This means that in case of network downtime, the agent
will save all data locally, and continue to enforce policy. Once
. connection is re-established, the agent will upload the data to the
Offline Storage
server at a throttled pace.
The offline storage buffer is configurable in monitoring settings and
takes approximately 1GB per 160 hours of work time.

e Detailed agent specifications can be found on our Knowledge Base here.


https://kb.teramind.co/hc/en-us/articles/1500009063662-What-features-are-supported-on-Mac-
https://kb.teramind.co/hc/en-us/articles/1500009063582-Teramind-Agent-specifications-and-supported-platforms

Pre-Requisites

Teramind Server Image — the OVA (VMware) or the
VHD (Hyper-V) file

Teramind License Key
Teramind Agent Installer — EXE / MSI / DMG file (Mac)

Available IP Address

Virtualization Environment (VMware, Hyper-V)

Note:

Provided by Teramind on the Self-
Hosted Portal at:
www.teramind.co/portal.

Supplied by you.

Supplied by you. Teramind supports the
following virtualization platforms in
production:

e VMware ESXi 6 and later

e Hyper-V

The following deployment inductions are for a single-node setup. Please checkout this article
on our Knowledge Base for help on multi-node deployments.


http://www.teramind.co/portal
https://kb.teramind.co/hc/en-us/articles/1500008924402-How-to-setup-an-on-premise-multi-node-deployment

o Setting Up a Virtual Sever with VMware ESXi 6.7 Web Interface

ware ESXi

= Navigator 5l - Virtual
- @ Host

Manage g Cregte / Register VM | ¢ Refresh

N,
Monitor Vil Create or register 3 virtual machine l # Status ¥ Use
‘ # Virtual Machines m

B storage Quick filters v
€3 Networking

441 New virtual machine

(ECECOIT  Select creation type

How would you like 1o creale a Virtual Machine?

2 Select OVF and VMDK files
3 Select storage

4 License agreements

5 Deployment options

6 Additional settings ‘ Deploy a virtual machine from an OVF or OVA file
7 Ready to complete

Create a new vilual maching

This option guides you through the process of crealing a

wvirtual machine from an OVF and VMODK files

R

Cancel

Teramind On-Premise Deployment Guide V4.0

Step 1-1

From the WMware main
interface, uder the Navigation
tab on the left, select Virtual
Machines.

From the right side of the
screen, click the Create /
Register VM button.

Step 1-2

A window will pop-up where
you can specify settings for the
new virtual machine you are
about to create.

For the first screen, Select
creation type, select Deploy a
virtual machine from an OVF or
OVA file option.

Click the Next button to
continue.
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71 New virtual machine - Teramind

+ 1 Select creation type
3 Select storage
4 License agreements
5 Deployment options
6 Additional settings

Select OVF and VMDK files
Select the OVF and VMDK files or OVA for the VM you would like to deploy

Entera

| Teraming

7 Ready to complete

Click tseiect files or drag/drop

Virtual'm Characters and they must be unique within @ach ESXi instance

Cancel

1 New virtual machine - Teramind

+ 1 Select creation type
+ 2 Select OVF and VMDK files
o sowisionee ]
4 License agreements
5 Deployment options
6 Additional settings
7 Ready to complete

Select storage

Select Ihe storage lype and datastore

o

Select a datastore for the virtual machine's configuration files and all of its’ virtual disks

Name ~ | Capacty ~ Free v | Type

datastore5 anTme 19378 VMFS6

T

Supported

v Thinpro.. v Access

Single

1items

Cancel

Teramind On-Premise Deployment Guide V4.0

Step 1-3

Here, enter a name for your
virtual machine. For example,
‘Teramind’.

Then click the area that says,
Click to select files or
drag/drop to upload the
Teramind Server OVA file.

Click the Next button to
continue.

Step 1-4

Fo now, you can keep the
default settings as-is for the
Select storage screen.

We will add a second hard disk
later for the screen recordings

(Step 1-7).

Click the Next button to
continue.

10 | 50



471 New virtual machine - Teramind

+ 1 Select creation type
v 2 Select OVF and VMDK files
V' 3 Select storage

Ed 4 Deployment options

5 Ready to complete

Deployment options
Select deployment options

Notwark mappings VM Network | Private Lan v

Disk provisioning

Powaer on automatically "

Back (| m Finis Cancel

141 New virtual machine - Teramind

+ 1 Select creation type

v 2 Select OVF and VMDK files
V' 3 Select storage

+ 4 Deployment options

Product
R4 5 Ready to complete

Ready to complete
Review your settings selection before finishing the wizard

TeramindApplianced 96

WM Name Teramind
Disks TeramindApplianced 96-disk1.vmadk
Datastore datastoras

Provisioning type Thin

Network mappings VM Network: Private Lan

Guast OS Name Unknown

( 1 : Da not refresh your browser while this VM is being deployed
-

Back | 'm“ ‘ FmshE ’ Cancel

vmware ESX
‘I Navigator &1 - Virtual
- [ Host
Manage 51 Create / Register VM  Refresh
Virtual machine & @ Stalus

© Normal

i Virtual Machines % Teraming
R —— L.

.
o [

y L
Quick fiters v
€3 Networking
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Step 1-5

Select Thick for the Disk
provisioning option.

You can keep the default
settings as-is for the rest of the
options.

Click the Next button to
continue.

Step 1-6

On the Ready to complete
screen, you can see a summary
of your VM'’s settings. Click the
Finish button to start the VM
deployment process.

Do not refresh your browser
while the VM is being deployed.

Step 1-7

Once the deployment is
finished, you can see your
newly created VM ‘Teramind’
on the main ESXi interface
under the Virtual Machines tab.

We will now add a second
volume to hold the screen

recordings.

Click the VM Teramind to
access it’s settings.

11 | 50



(fs Teramind

!‘_ Console [l Monitor Suspend ¥ Restant J# Edit C Ret§

Teramind

suest OS5 Other 2 6 x Linux (64-bit

nes

~ General Information

» €3 Networking

(fs Teramind

nes

~ General Information

C tevorkin
» €3 Networking

Step 1-8

If the VM is running, click the
Shut down button to shut it
down first.

Wait until the VM is shut down.

If the VM is already shut down,
you can skip this step.

Step 1-9

Click the Power off button to
power off the VM.

If the VM is already powered
down, you can skip this step.

Step 1-10

You might see a warning
message saying powering off
the VM may cause data loss.
Since our VM is brand new, we
don’t have to worry about that.

Click Yes to continue.

Wait until the VM is powered
off.



md

Teramind
Guest 05 Other 2.6 x Linux (54-bit 5 Power
Compatibiity ESXi 55 and laler (VI v
e e : & Guest0S
VMiware Tools ves
CPUs z ip Snapshots
Memory 4GB

&' Console

R Autostart

wetwork information

# Edt | (@ Refresh @

1 Upgrade VM Compatibility

& Export

iled but not running e
§ # Edit notes Har
1 Rename
__ Edit settings - Teramind (E SXi 5.5 virtual machine)
Virtual Hardware VM Options
2 Add other device
v O
MB
25 GB
» [E3 SCSi Controlier 0 LSI Logic Paratiel v
&) USB controfier 1 v
* R Network Adapter 1 Private Lan ¥ & Connect
» | Video Card Specify custom setting: v

Save Cancel

Teramind On-Premise Deployment Guide V4.0

Step 1-11

Click the Actions button on the
top-right corner. Select Edit
settings from the pop-up menu.

A new window will pop-up
where you can configure and
add/remove hardware for your
VM.

Step 1-12

Under the Virtual Hardware
tab, click the Add hard disk
button then select New
standard hard disk.
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Edit settings - Teramind (E $Xi 5.5 virtual machine)

“Virtual Hardware | VM Options

3 Addh W A0d network adapter & Add other device
» Bcru 4y v
U

» Bl Memory A\ - .
* o Hard disk 1 g e v
» [E3 SCSi Controlier 0 Paralle! v
&3 USE controfier 1 -

- v & Conne
» I video Card = = v

vmware ESXi”

| T; Navigater ({3 Teramind

~ [@ Host
I = @ Shut down Suspend 9 Resta # Ed
h‘ ;s
Manage ‘
CT Opern hrowser console
Monitor - —'M— Teramind ~
Open console in new window Gues! OS Other 26 x Liny
| Machines ESKi §
- (31 Vinual Machines 1 Open console in new tab g2
2
mi Launch remote console
Monitor - 4GB
More VMs... " Download VMRC Hosi name 1 e
3 storage

G
£2 Networking

~ General Information

Step 1-13

You will see the new hard disk
appear on the list of hardware
at the left side of the window.

Click the New Hard disk. You
can adjust its size on the right.
You can start with a small size
(i.e. 16 GB) and then increase as
needed.

Click the Save button.

Please check the Storage for Screen
Recordings section under the
Storage Requirements section for
more information on storage
requiremnts.

Step 1-14

Back on the main interface,
click the Console button on top
and select Open browser
console.

Once the console window
opens, you will be able to setup
the IP, network and assign
machine role(s).

Proceed to o to continue.



o Setting Up a Virtual Sever with VMware vSphere Client

OVF Template...
ort
| Report
Print Maps
| e

=1

B Server4
G Servers
{ Server-7

ce Allocation

What is a Host?

Performance

A host is a computer that uses virtualization software, such
as ESXor ESX, to run virtual machines. Hosts provide the
CPU and memory resources that virtual machines use and

give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new

one or by deploying a virtual appliance

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
instalied. A new virtual machine will need an operating
system instalied on it, such as Windows of Linux

Configuration

Virtual Machines

OVF Template Detais
Name and Location
Disk Format

Ready to Complete

Deploy from a file or URL

T sers\DenisiDeshicpiTerahppliance-latest.ova wp | Browse... |

Enter a URL to download and install the OVF package from the Internet, or

spedfy a location accessible from your computer, such a5 a local hard drive, a

network share, or a CDJDYD drive.

<o (Cogz ) _con |
SN——

Teramind On-Premise Deployment Guide V4.0

Step 1-1

From the vSphere client
interface, click the File menu
and select Deploy OVF
Template...

When prompted, select the
Teramind Server OVA file.

The Deploy OVF Template
window will pop-up.

Step 1-2

The first screen on the Deploy
OVF Template window is called
Source. On this screen, the
Deploy from a file or URL box
should already be populated by
the OVA file path you selected
in Step 1-1. If not, you can click
the Browse... button to load the
file again.

Click the Next button to
continue.
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O¥F Template Details
Weriy OVF template detads,

Source

OYF Template Details
Name and Location

Disk. Format

Network Mapping

Ready to Complete

Source

OWF Template Detais
Name and Location

Disk Format
Network Mapping
Ready to Complete

and &t must be unique within the inventory folder.

Teramind On-Premise Deployment Guide V4.0

Step 1-3

We can keep the default
settings as-is for the OVF
Template Details screen.

Click the Next button to
continue.

Step 1-4

On the Name and Location
screen, enter a name for your
virtual machine. For example,
Teramind.

Click the Next button to
continue.

16
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Disk Format
In whhich format do you want to store the virtual disks?

Disk Format

Network Mapping

Ready to Complete

Teramind On-Premise Deployment Guide V4.0

Step 1-5
We can keep the default
settings as-is for the Disk

Format screen.

Click the Next button to
continue.

Step 1-6
We can keep the default
settings as-is for the Network

Mapping screen.

Click the Next button to
continue.

17
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Ready to Complete
Are these the opbions you want to use?

when you cick Finish, the deployment task wil be started.

ONF file:
Download size:
Size on disk:
Name:
HostfCuster:
Datastore:

Disk provisioning:

Metwork Maooina:

AL

1.8G8

24.0GB

Teramind

locahost.

datastorel

Thick Provision Lazy Zeroed
- A b0

M(@ =

File Edit View Imventory Administration Plug-ins Help

[+ @) Home b g8 Iwentory b [l Inventory

= 0 10.9925

Teramind

a0l ES BEGEDRERPDR

[TPETA Summary | Resource Alocation | Performance | Events

‘What is a Virtual Machine?

A virtual machine is a software compuier that, like a
physical computer, runs an operating system and

Snapshot
E OpenConsole

-

-

rating system installed on a virtual
a guest operating system.

ual machine is an isolated computing
can use virtual machines as deskiop or
nments, as testing environments, or to

appiications

Rename

T

Add Permission... Ctri+P

Report Performance...

Open in Mew'Window... Ctrisait+N
Remowe from Inventory
Delete from Disk

un on hosts. The same host can run
nes.

e virtual machine

nachine settings

Console

Permissions

Virtual Machine s 'Q

Y

vSphere Client

Teramind On-Premise Deployment Guide V4.0

Step 1-7

On the Ready to Complete
screen, you can see a summary
of your VM’s settings. Click the
Finish button to start the VM
deployment process.

Step 1-8

Once the deployment is
finished, you can see your
newly created VM, Teramind
on the main vSphere interface,
on the list of servers.

We will now add a second
volume to hold the screen
recordings.

Right-click the Teramind server
and select Edit Settings... from

the pop-up menu.

The Virtual Machine Properties
window will open.
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| Maximum Size (GB): 575.58

—¥irtual Device Node

[5cS1 0:0) Hard disk 1 ~|

Changes to this dick are discarded when you power
off or revert to the snapshot.

Device Type
‘what sort of device do you wish to add to your virtual machine?

Device Type Choose the type of device you wish to add.
Select: a2 Disk.

Create a Disk

~ Information
Advanced Opbions

Ready to Complete This device can be added to this Yirtual Machine.

Teramind On-Premise Deployment Guide V4.0

Step 1-9

On the Virtual Machine
Properties window, click under
the Hardware tab you will see a
list of existing hardware. Select
Hard disk 1 then click the Add...
button on top.

The Add Hardware window will
open.

Step 1-10
On the first screen, Device Type
of the Add Hardware window,

select Hard Disk.

Click the Next button to
continue.
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Device Type
Select a Disk
Create a Disk
Advanced Options
Ready to Complete

A virtual disk is composed of one or more files on the host file system. Together these
Files appear as a single hard disk bo the guest operating system.

Select the type of disk to use.
—Disk

& Creste a new virtual disk

T Use an existing virtual disk
Reuse a previoushy configured virtual disk.
€ Raw Device Mappings

Give your virtual machine direct access ba SAN. This option allows you to
use existing AN commands bo manage the storage and continue to
access it using a datastore.

Create a Disk

o [y o

Specify the virtual disk size and provisioning pobicy

Teramind On-Premise Deployment Guide V4.0

Step 1-11

On the Select a Disk screen,
make sure the Create a new
virtual disk is selected.

Click the Next button to
continue.

Step 1-12

On the Create a Disk screen,
you can adjust the disk
parameters or keep them as-is.
For the Disk Size parameter,
you can start with a small
allocation (for example 16 GB)
and then increase as needed.

Please check the Storage for Screen
Recordings section under the
Storage Requirements section for
more information on storage
requiremnts.

Click the Next button to
continue.
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Advanced Options

These advanced options do not usually need to be changed.

Device Type
Selact 3 Disk

Ready to Complete

Speciy the advanced options for this virtual disk. These options do not normally need
to be changed.

—Virtual Device Node
& [scaton =l
=

- |meo

—Mode:
™ independent
Independent disks are not affected by snapshots.
€ pers

e ciimancelofy: el ety etk

€ Nonpersistent
Changes to this disk are discarded when you power off or revert to the
snapshiot.

<o [Cpger ) cons

@

Teramind - Virtual Machine Properties = 2

Hardware. | Options | Resources |

Ready to Complete

Review the selected options and ciick Finish to add the hardware.

Teramind On-Premise Deployment Guide V4.0

Step 1-13

You can keep the default
settings as-is for the Advanced
Options screen.

Click the Next button to
continue.

Step 1-14

The Ready to Complete screen
will show a summary of your
disk.

Click the Finish button to finish
setting up the disk.

Close the Virtual Machine
Properties window to go back to

the main vSphere interface.

Next, we will power up the
virtual machine.
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Vilual Mmacnines run on nosis. | Ne same nost can n
many virtual machines.

Basic Tasks
@ Power Off the virtual machine

i Suspend the virtual machine

5 Edit virtual machine settings

W

vSphere Clien|

Recent Tasks
| Target Status | Detals | Intistedby | Requested Start Time
@ Teramind esdadmn 2612018 459:30PM
B Teramind & Completed esxiadmin 2062018 4:53:22 PM
@ 11039z @ Completed iadmi f6fz0

File Edit View Inventory Administration Plug-ins Help
B B A toe b a3 mvetory b Iventory
mNy)CED RSP R
= @ 10824 Teramind
@) employee's PC _
5 Server-1 Summary | Resource ABlocation | Performance
& server2
g _— What is a Virtual Machine?
@ Serveré A virtual machine is a software computer that, like a
physical computer, runs an operating system and
5 e N rating system i on a virtual
g guest operating system.
Guest »
s » Jal machine is an isolated computing
an use virtual machines as deskiop or
:" Lonsile ) ts, as testing environments, or to
it ngs.. apphcations
5  Edit Setti licat
Add Permission... Crl+P n on hosts. The same host can run
Report Performance... =
Rename
Open in NewWindow... CtrisAlt+N
Remove from Inventary = ;
Delete from Disk virtual machine
Ul suspend the virtual machine

Virtual Machines

E}s\

vSphere Client
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Step 1-15

You can see the status of the
machin under the Recent Tasks
list.

Step 1-16

Once the VM is powered up,
right click the VM Teramind and
select Open Console from the
pop-up menu.

Once the console window
opens, you will be able to setup
the IP, network and assign

machine role(s).

Proceed to e to continue.
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o Setting Up a Virtual Sever with Hyper-V

8 Hyper-¥ Manager
File Action View Help
=% 25 BF

Import Virtual Machine...

Hyper-V Settings...
Virtual Switch Manager...
Wirtual SAN Manager...
Edit Disik...

Inspect Disk...

Stop Service

Remove Server

Refresh

Wiew

Help

State CPU Usage Assigr
24 Wi
nts
piomatic Checkpoint - Windows 7 - (27142018 - 1:05 15 PM)
Now

Actions
| IERARCH
Bl Quick Cr
Hew
% importV
| Hyper-¥
Virtual S
Virtual 54

]

l;l

Edit Disk.|
Inspect D)
Stop Serv)
Remove
Refresh

exXmii

WView

-]

Help

Empleyees P

| EH New Virtual Machine Wizard
|

= Before You Begin

_ This wizard helps you areate a virtual machine, You can use virtual machines in place of physical
computers for a vanety of uses. You can use this wizard to configure the
Speafy Name and Locabon you can change the configuration later using Hyper -V Manager_

Spedfy Generation
To areate a virtual machine, do one of the following:
: Clck Firish tual machine that is configured with default values.
. - o creste a vir tie wil vi ¥

Configure Networking » Click Next to areate a virtual machine with 3 custom configuration.
Connect Virtual Hard Desk

Instaliation Optons
Summary

[[] Da not show this page again

wirtual machine now, and
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Step 1-1

From the Hyper-V Manager
interface, in the left pane, right-
click on the Hyper-V host that
you wish to host the new virtual
machine.

From the pop-up menu, select
New then Virtual Machine...

A New Virtual Machine Wizard
window will appear.

Step 1-2

You can skip the first screen
Before You Begin on the New
Virtual Machine Wizard
window.

Click the Next button to
continue.
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E;_. New Virtual Machine Wizard

Before You Begn

| spectfy Name and Locatbon |

Speafy Generation

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Options

Summary

m Specify Name and Location

Choose a name and location for this virtual machine.

MMsmMnHmvm ‘We recommend that you use a name that helps you easily
identify this virtual machine, such as the name of the guest or workload.

Name( ITu'anmd jD
You can th a

fokier, thervirtusl aeschine & stored i the defelt folder configured for His server.
] Store the virtual machine in a different location

C:'\ProgramData Wicrosoft Windows \Hyper v, Brnwens

A"__;_'"_f__" R i lonicppbat et g gy ek

Mew Virtual Machine Wizard

Before You Begn

Specify Name and Location

| Specfy Generation |

Assign Memory

Configure Networking

Connect Virtual Hard Disk
Installation Oplions

Summary

- Specify Generation

Choose the generation of this virtual machine.
(@) Generation 1
wirtual hardware which has been available in all previous versions of Hyper-y.
O Generation 2
frmware, and requires a supparted 64-bit guest operating system.
A\ Once a virtual machine has been created, you cannot change its generation.
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Step 1-3

On the Specify Name and
Location screen, enter a name
for your virtual machine. For
example, Teramind.

Click the Next button to
continue.

Step 1-4

On the Specify
Generation screen, select
Generation 1.

Click the Next button to
continue.

You have to use Generation 1 VM
type, otherwise you won't be able
to attach a VHD disk to it.
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i BB New Virtual Machine Wizard x

m Assign Memory
Before You Begin Speafy the amount of memory to allocate to this virtual madhine. You can spedfy an amount from 32
ME through 12582912 MB. To mprove performance, specafy more than the memum amount
Speafy Name and Location recommended for the operating system,
Specfy Generation Startup memo m
Configure Networking M
When you decde how much memory to assign to a virtual machine, consider how you intend to
bt ) o e onmhui—hﬂmadnuﬂhnpsalhgsmmmﬂnn.
Installation Options
Summary
< Previous @ Finish Cancel
I New Virtual Machine Wizard x |
= Configure Networking
Before You Begn E@m_wmﬂy“r@ﬁsamdmh.fwmmhmmmmma
= virtual switch, or it can remain
Spedify Generation Connection; —
Mot Connected
Default Switch
e ——
< Previous ‘) Firush Cancel
~————
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Step 1-5

On the Assign Memory screen,
you can enter the memoy you
will need. You can use the
Primary Server Requirements
section to get an idea. For this
tutorial, we will use 4500 MB or
about 4 GB.

Click the Next button to
continue.

Step 1-6

On the Configure Networking
screen, you can choose your
network connection. Select
External Switch from the
Connection list.

Click the Next button to
continue.
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| EH New Virtual Machine Wizard X

= Connect Virtual Hard Disk

Before You Begn A virtual machine requires storage <o that you can install an operating system. You can spedfy the
Hoat storage now or configure it later by modifyng the wirtual machne’s propertes.
Specfy Generation (D Create a virtual hard disk
A e Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking e amand. vhdx
m C:Wsers \Pubbc \Documents {Hyper -¥\Virtual Hard Disks Broear
=HS 127 GB (Macamum: 54 TB)
O Attach a virtual hard disk lster
Use this option to skip this step now and attach an exdsting virtual hard disk later.
—_—
< Previous Cancel
=)
| EH Mew Virtual Machine Wizard x |

- Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to geate the

Spedfy Name and Location i :

Spedfy G 5 Description

Assign Memory Name: Teramind

. Generation: Generation 1

Memary: 4500 MB

Connect Virtual Hard Dsk Network: External Switch

ST o0 Co\Users\user\DeskiopTeraAppliance dotest-HV TeraAppiance 2. vhd (VHD, dynamicaly

< >

To oreate the virtual machine and dose the wizard, dick Fnish.

Q=) o
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Step 1-7

On the Connect Virtual Hard
Disk screen, select the Use an
existing virtual hard disk and
then click the Browse... button.

When prompted, select the
Teramind Server VHD file.

Once the file is loaded, click the
Next button to continue.

Step 1-8

On the Summary screen, you
can see a summary of your
VM's settings. Click the Finish
button to start the VM
deployment process.
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i3 Hyper-V Manager

File Action View Help
= a7 B =
Q Hyper-V Manager 5 Actions
BE TERAPC3 Virtual Machines
[ = C TERAPC3
MName State CPU Usage Assigr I° -
. B Qui
s PC Windows7  Running 0% B24 ML | —
New
Connect... 2
i Imp
o1 Hyp
=2 virty
< Checkpoint | o Virty
s Edit
Checkpe Move... i
St fed vrtual machine has no checkpoi -_ =
Rename... m = Stop
Delete... X Rem
Help © Refr
View
ﬂ Help
Teramine
Teramind -E Conl
Created: 2/14/2018 25741 PM 2 sem
Configuration Version: 82 © st
Generation: 1 Bs Che
E" Settings for Teramind on TERAPC3 = x
Teramind el | < o
® Hardware ~~~~ ~ | BN IDE Controler
* Add Hardware
B8 105 You can add hard drives and CD/DVD drives to your IDE controler.

Boot from CD drive you want to attach to the controlier and then dick Add.
@ searity q 1

W Memory

You can configure a hard drive to use a virtual hard disk or a physical hard disk after
you attach the drive to the controlier.

-] Sm;l_;mFi:Lucahun

P ) Win -

Teramind On-Premise Deployment Guide V4.0

Step 1-9

Once the deployment is
finished, you can see your
newly created VM, Teramind
on the main Hyper-V Manager
interface, under the Virtual
Machines panel.

We will now add a second
volume to hold the screen
recordings.

Right-click the Teramind VM
and select Settings... from the
pop-up menu.

The VM Settings for Teramind
on [your VM host name]
window will open.

Step 1-10

Select the IDE Controller 0 from
the list of hardware on the left
panel.

Then, on the right, select Hard
Drive and click the Add button.

A new virutal drive will be

added under your primary drive
on the left panel.
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[ settings for Teramind on TERAPC3

oM 1 D

== Hord Drive

x Step 1-11

i
<file>

& Il IDE Confrofler 1

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system

is installed on this disk, changing the attachment might prevent the
_lemls: _Localiom
IDE Controller 0 ¥ | |1(nuse)
Meda
You can compact, conver

t, expand, merge, reconnect or shrink a virtual hard disk.
by editing the assodated fiie. Spedfy the full path to the fie.
@ virtual hard disk:

L

il
£
:

@ 1f the physical hard disk you want to use is not ksted, make sure that the
disk is offine. Use Disk Management on the physical computer to manage

physical hard disks.
To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assocated file.

| Lot

= New Virtual Hard Disk Wizard

Before You Begin

[ Do not show this page again

This wizard helps you areate a new virtual hard dick. Virtual hard disks provide storage for virtual
machines and are stored on physical media as .vhd or .vhdx fies.

Click the New button on the
new Hard Drive screen.

The New Virtual Hard Disk
Wizard window will open.

Step 1-12

You can skip the first screen,
Before You Begin on the New
Virtual Hard Disk Wizard screen
by clicking the Next button.

Teramind On-Premise Deployment Guide V4.0
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w MNew Virtual Hard Disk Wizard

- Choose Disk Format
Before You Begin ‘What format do you want to use for the virtual hard disk?
| Croose Dk Format ______[RQ U
Choose Disk Type Supports virtual hard disks up to 2,040 GB in size.
Specify Name and Location ® wox
Configure Disk Rupports virtual disks up to 64 T8 and is reslient to consistency issues that might ocor
Summary ﬁmwfﬂ:ﬁﬂs’mﬁtsdw&dnmmw&mﬁmﬁ
——
< Previous ‘ Frush Cancel
- MNew Virtual Hard Disk Wizard x
- Choose Disk Type
Before You Begin What type of virtual hard disk do you want to areate?
TN v o of cisk provides better per andisr 4 for servers runving applcations
- = with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
SRRty e el Lk virtual hard disk and does not change when data is deleted or added.
Configure Disk
@ Dynamically expanding
et This type of cisk provides better use of physical storage space and is recommended for servers
running applications that are not disk intensive. The virtual hard disk file that s created is small
nlbalvanddlanqesasdalalsadded
(C) Differencing

This type of disk is associated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affeciing the parent
disk, so that you can revert the changes easiy. All chidren must have the same virtual hard disk
format as the parent (VHD or YHDX).

B —
< Previous - Finish Cancel
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Step 1-13
On the Choose Disk Format
screen, make sure VHDX is

selected.

Click the Next button to
continue.

Step 1-14
You can keep the default
settings as-is on the Choose

Disk Type screen.

Click the Next button to
continue.
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== Mew Virtual Hard Disk Wizard

- Specify Name and Location

Before You Begin
Choose Disk Format

Spedfy the name and location of the virtual hard disk file.

Name: ({SecondDisk vhdx )

Location: |C:\Users\Public\Documents\Hyper-VVirtual Hard Disks

== New Virtual Hard Disk Wizard

- Configure Disk

Before You Begin
Choose Desk Format:
Choose Disk Type:
Spacfy Name and Location

\ PHYSICALDRIVED 465 GB
\\ PHYSICALDRIVE L 93168
\\ \PHYSICALDRIVEZ not set
L PHYSICALDRIVE3 93168

() Copy the contents of the specified virtual hard disk

:Preuim.s Finish
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Step 1-15

On the Specify Name and
Location screen, give your
virtual hard disk a name Ex:
SecondDisk. For location, you
can keep the default path or
change it wherever you want to
store the virtual hard disk.

Click the Next button to
continue.

Step 1-16

On the Configure Disk screen,
select the Create a new blank
virtual hard disk. For the Size
parameter, you can start with a
small allocation (i.e. 16 GB) and
then increase as needed.

Please check the Storage for Screen
Recordings section under the
Storage Requirements section for
more information on storage
requiremnts.

Click the Next button to
continue.
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== MNew Virtual Hard Disk Wizard

- Completing the New Virtual Hard Disk Wizard
Before You Begin You have successfully completed the New Virtual Hard Disk Wizard. You are about to geate the
ot Disk F following virtual hard disk.
Choose Disk Type T
Specify Name and Location Format:  VHDX
Confiure Disk Type: dynamically expanding
Name: SecondDisk. vhdx
I | oo oo usicDocments yper ViVetual Hard Disks
Size: 16GB

To areate the virtual hard disk and dose this wizard, dick Finish.

eyl Cance

| E Settings for Teramind on TERAPC3 o

@ 1f the physical hard disk you want to use is not ksted, make sure that the
disk i= offine. Use Desk Management on the physical computer to manage

— physical hard disks.
W com1 :
o To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
= = delete the assocated fle.
W comz2
rione Remove
[ oskette orve
£
1| Name
Integration Services
% Chedponts
__ Stendard 29
P e —
C_=x D cnael Aply
N~ —

Teramind v 4 r | O
_ * | = HardDrive
l’ Add Hardware
o mros You can change how thes virtual hard disk is attached to the virtual machine. If an
Bt Foas i3 operating system is nstalled on this disk, changing the attachment might prevent the
i = wvirtual machine from starting.
v Ke :E--.-; e disabie Controller: Location:
W Memory IDE Controller 0 ~ 1 use] -
®= [ Processor
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Step 1-17

The Summary screen will show
a summary of your disk.

Click the Finish button to finish
setting up the disk. The wizard
window will close automatically
and return you to VM settings
window.

Step 1-18

You can see the newly created
virtual hard disk SecondDisk
under the IDE Controller 0. The
path to the hard disk will also
be shown on the right panel on
the Virtual hard disk field.

Click the OK button to save the
changes and close the Settings

window.

We are now ready to start the
server.
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£ 8 Hyper-V Manager

File Action View Help
<% | x5 @5
Hyper-¥ Manager Action
-‘TMC! Virtual Machines
’ | JERAR
Name: @ CPU Usage Assigr =
B Empioyee’s PC Windows7  Frwang 0% man| = O
Ey—————_
Connect... s ]
Settings... ]y
ey, £
< Checkpoint o Vi
-« Ed
Checkpai Move... i
] aw I
G bd vitual machine has no checkpol | o g
Delete.... X Re
D Re
Help
Wi
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File Action View Help
= x5 HF
BB Hyper-V Manager
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Move..
Export...
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—
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Teramind On-Premise Deployment Guide V4.0

Step 1-19

On the main Hyper-V Manager
interface, under the Virtual
Machines panel locate the VM
Teramind.

Right-Click on it, and select
Start from the pop-up menu to
start the server.

When the VM is ready, the
State of the sever will change
from Off to Running.

Step 1-20

When the VM is ready, right-
click the Teramind VM again
and select Connect... from the
pop-up menu to open the
Console window.

Once the console window
opens, you will be able to
setup the IP, network and

assign machine role(s).

Proceed to o to continue.
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Setting Up the IP, Network and the Machine Role(s)

If you have followed all the steps on correctly, you should now how a console window open for
your VM. We will use this console window to configure IP and other network settings and the machine
role.

@ Teramind on localhostlocaldomain [=]=EN  Step 2-1

File Wiew VM

Log in using the following
credentials:

e Username: setup
e  Password: setup

Jore==bs meecn Press Enter to continue.
2 Teramind on localhostlocaldomain |5l  Step 2-2
File View WM
BNy 8B B &8 When prompted, fill out the

following information:

e |Paddress

e Netmask

e Default gateway
(optional)

e Domain name server
(DNS)

To release cursor, press CTRL + ALT



2 Teramind on localhostlocaldomain Step 2-3
File View VM
C I R ke @

2 Since this is a single-server
deployment, we will leave the
default role to master when
prompted for the server role.

At this stage, we are done with
the console commands.

Proceed to to continue.

To release cursor, press CTRL + ALT



e Setting Up the Account and Finishing Deployment

Yaur connechion s nol privale

103555158

oraflc. e dmind e

i it

#A Welcome to Teramind!

Fizase selec U iangLane

Step 3-1

Open your browser and type in
the IP address you used for the
Teramind server setup in the
previous step (Step 2-2).

You might see a warning
message on your browser
saying the connection is not
private or secure. This is
normal. The warning is shown
because you haven’t assigned
any SSL certificate to your
server yet. You can upload your
own certificate later from the
Teramind dashboard. If you are
using Google Chrome, you can
click the Advanced button on
the warning page and then click
the Proceed to link to continue.
Other browsers have similar
options to bypass the warning.

Step 3-2

Once on the Teramind
dashboard page, you will be
greeted with a Welcome
screen. You can select your
default language and time zone
from this screen.

Click CONTINUE to go to the
next screen.



@ Lets secure your Teramind

installation

We'll create an Administrator's account using your email
address and : Lyau sedect.

Comm pasTeond

[ [ License
[ ﬁ__,. . T T S, o e

T p— —
"

"4 G T Dashbeard i
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Step 3-3

You will now be able to enter
and email and password to be
used as your Administrator’s
account.

Eneter the information and click
CONTINUE to go to the next
screen.

Step 3-4

On the License screen, enter the
Teramind license key which you
can obtain from the Self-Hosted
portal at:
www.teramind.co/portal under
the Licenses tab.

At this stage you are done
setting up the Teramind Server.
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Installing the Teramind Agent

Teramind comes with agents for Windows: 32 and 64-bit and macOS (see Agent Requirements section
to learn which versions of the OSes are supported). The Windows agents are universal for any platform,
including stand-alone workstations, and Windows Servers.

Antivirus Considerations

The Teramind Agent and its drivers come digitally signed with an extended-validation certificate.
We've made every effort to coordinate our signature with the major antivirus vendors, and as a
result, Teramind will not introduce any issue with the vast majority of antivirus software.
Nevertheless, you may want to add the following path to your antivirus exception as precaution:

ﬂ We recommend you remove the Temporary Exceptions below once the installation/update is
done as leaving them might expose your system to future risks.

Main Exceptions (Both Cloud and On-Premise Deployments):

c:\programdata\{4cec2908-5ce4-48f0-a717-8fc833d8017a}
c:\windows\system32\drivers\tmfsdrv2.sys
c:\windows\system32\drivers\tm filter.sys

Temporary Exceptions (Both Cloud and On-Premise Deployments):

c:\windows\system32\drivers\set*.tmp
c:\windows\temp\*.tmp
c:\windows\installer\*.*

Temporary Exceptions (On-Premise Deployment only):
You need to add the following temporary additional exceptions when installing the Agent remotely
via the Teramind Dashboard:

Swindirs\*.exe

You can also consult our Antivirus Confiquration Guide on the Knowledge Base for more detailed step
by step instructions.

GUI Installation

The simplest way to install the Windows or Mac agent is simply to double-click on the MSI or DMG from
the endpoint which you wish to monitor. It will ask you for the IP address (or hostname) of your
Teramind server.


https://kb.teramind.co/hc/en-us/articles/1500006056281-Antivirus-Configuration-Guide

Command-Line Installation (Windows):

MSIEXEC can be used in either command line (as Administrator) or from within a script, as follows:

C:\> msiexec /i //path-to/teramind/agent.msi TMROUTER=<ip-of-teramind>

Where <ip-of-teramind> is the IP of the Teramind server, and //path-to/teramind/agent.msi is either a
URL, network, or local path to the Teramind agent MSiI file.

Command-Line Installation (macOS):

To install Mac OSX Hidden Teramind Agent run this command in Terminal (Applications => Utilities =>
Terminal)

curl -k //path-to/teramind/agent.dmg | sudo bash -

Where //path-to/teramind/agent.dmg is either a URL, network, or local path to the Teramind agent
DMG file.

macOS Permission Settings:

e You might need to change some permission settings while installing the Teramind Agent on
Mac. Follow the instructions under the macOS Permission Settings for Installing the Teramind
Agent section below to learn how.

Mac OS Permission Settings for Installing the Teramind Agent
There are two permissions required for the Mac Agent to function properly. Follow the steps below the
set them up.

File Edit View Go Window Help B L Mon7:52pm User Q i

Q terminal e

TOP HIT

BEFINITION

B terminal

DOCUMENTS
HOST-RESOURCES-MIB.txt
IANAIfType-MIB.txt

SIRI KNOWLEDGE

& Terminal 21 3
e Terminal

1. Click the Search & icon from your Mac menu.
2. Type ‘terminal’in the search box to find the Terminal app. Select the Terminal app and press
Enter to run it.



L] ] Terminal — -zsh — 80x24

Last login: Mon Mar 9 19:45:39 on ttys@ee '_El
user@Mac—81 ~ % killgll tmagent; open fusr/local/teramind/agent/bin/tmagent.app
——args permissions é

For the Hidden Agent, type the following command on the Terminal window and press Enter:

killall tmagent; open /usr/local/teramind/agent/bin/tmagent.app --
args permissions

For the Revealed Agent, type the following command on the Terminal window and press Enter:

killall tmui; open '/usr/local/teramind/agent/bin/Teramind
Agent.app' --args permissions

A pop-up window will appear.

“tmagent” would like to control this computer
using accessihility features.

E @, Grant access to this application in Security & Privacy
T preferences, located in System Preferences.

2 Open System Preferences Deny

On the Accessibility Access pop-up window, click the Open System Preferences button. This will
take you to the Accessibility settings option.



@ £]2 FHH Security & Privacy [Q.. ]

General FileVault Firewall P'r'n'iracy
Location Services Allow the apps below to control your computer.
Contacts
Calendars
W = e
| Reminders E

Photos
Camera
Microphone

Speech Recognition

Accessibility

)
o E Click the lock to make changes. 1 e 2

5. On the Security & Privacy settings window, first click the Lock {3 icon at the bottom to unlock

the settings.
6. Then, click the checkmark next to the Teramind Agent to grant it the accessibility permission. Do

not close this window yet.
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® < H Security & Privacy Q

General  FileVault  Firewall

@ Speech Recognition Allow the apps below to record the contents of your

screen, even while using other apps.
Accessibility

L >8 AnyDesk
Input Monitoring

Full Disk Access

Files and Folders

e Screen Recording

27 Automation
@

@ Advertising

| o
@ Click the lock to prevent further changes. A_dvanc_ed_._.___

7. On the same Security & Privacy settings window, scroll up/down to find the Screen Recoding

item on the left. Select it.
8. Click the checkmark next to the Teramind Agent to grant it screen recording permission. This will

open a pop-up window.

“tmagent” will not be able to record the
contents of your screen until it is quit.

You can choose to guit "tmagent™ now, or do 1t on
your own later.

Later

9. Click the Quit Now button when the system shows, “tmagent” will not be able to... warning
message. The Agent will restart and should work properly from now on.

Dashboard-Based Remote Installation (Windows)

Teramind provides an easy-to-use interface for Windows agent installation in a domain environment.
This method uses the same mechanism as PSEXEC or WMI, and requires the following:

e Ability to execute PSEXEC or WMI commands remotely (usually ports 135, 445)
e Domain administrator credentials



@eraminD

> % 0 kB § v * m %

Manhared DEFLOYMENTS

Computer = Last seen Online Co_ Onlime Agents Monitared | IP address Opers

019-04-24 19:25:403 2 'an Fransson, Drayden Crawdar,

Select target computers

Teramind will atternpt remote agent installation to these computers. Select computers by name or IP range.

Computers

Computers -
Exclude Computers -
P address range KOO IO0E KK

File with IP addresses [.txt or .csv, one
P per line)

Choase File | Mo file chosen

MSI Location

rkstations, and allov
ramind-64-bit.

f you are installing on a few
below (ie. WFILESERVER\path

web access, you can leave the default. Otherwise, place the MSI of
ravalid URL)

32-bit M5l location

64-bit M5l location

M5l arguments [optional)

Deployment mode

Select whether to use PSEXEC or V

Credentials

Domain administrator credentials are required for a remote install. These credentials are used only for installation and are r
Domain
Jsername demo@teramind.co

Password

Teramind server

Enter the IP address or hostname of your Teramind server.

Server host or IP

Opening the Remote-Install
Dashboard

To use this functionality, open
your Teramind dashboard. Click
Computers. Click on REMOTE
INSTALL AGENTS located at the
top-right of the screen.

Configuring Remote-Install

If you integrated Active
Directory/LDAP with Teramind,
you will be able to select
computers by name, groups, IP
range and exclude computers
you don’t need.

For the MSI Location, if your
endpoints are able to access the
internet, you can leave the
URLs of the agent location as
their default values. This will
fetch the agent from your local
Teramind deployment.
Alternatively, you can enter a
local URL or network path to
the location of the agent.

Finally, ensure that the domain
administrator credentials, and
IP address of the Teramind
Server are correct.

Domain Administrator

a privileges are necessary
for the silent install.

Once you click on Deploy you
will be able to see the progress
of your installation.

Firewall & Proxy Considerations

In most cases, you should not have to change any settings to get Teramind to work. By default, the
Teramind Agents communicate with the Teramind server on two ports: 443, and 10000.



The Teramind management interface is entirely web driven and runs over HTTPS (port 443). This means
that most proxies will allow the traffic through, provided you properly installed your SSL certificates.

For live and recorded screen playback, as well as live sessions listing, Teramind uses Websockets.
Although Websockets operates as HTTPS over port 443, some older proxies may not recognize this
protocol. In either case, if you are experiencing trouble accessing your Teramind dashboard, try to
disable your proxy temporarily to isolate the cause.

Also note that, if audio recording is enabled, Teramind Agent will connect to the server on a random
UDP ports in the range 1000-65535 to send the audio recordings. Make sure UDP ports in that range are
enabled and open from the endpoint to the server.



Additional Configurations

Once you have installed Teramind successfully, you can configure other aspects of the server, agent and
other settings entirely from the web-based dashboard.

" Once you have installed To
Q access the configuration
settings, hover over the Cog
ﬁg Al ADD! icon {o% on the top-right
Monranng;  {Megasios e corner of the dashboard, and

click Settings.

The Settings screen will open.

Changing the License Key
If for any reasons, you wanted to change the license key (i.e. upgrade from trial to a subscription
account), you can do that from the Setting window.

[ . Click the About tab on the
L Settings screen.

: Enter your license key under

Teramind .
e e About the deployment, and click
¥ Copynght (c) 2014 - 2018, Teramnd Ing, all nghls resered.

90120-2331 Behama version 304 Ll version” 201900145475 on the Change button. The
system will display the

SEVET VErEar

S N i entitlements for your license
Ser key.
SMTP
ZYSMAL HiaT About this ment
A — HARDWARE ID
ENTTLEMENTS: | 048 crdpars, 21 b zession ek

Server Update

Teramind regularly releases server updates for the On-Premise deployment on our Self-hosted portal.
These updates may contain bug fixes, security patches and new features. To keep your deployment up-
to-date, we recommend that you update your server regularly. To update your server, download the
latest server image from the Self-Hosted portal at www.teramind.co/portal. Under Download >
Teramind Update section. Download the platform update file (with a TMU extension) by clicking the
download icon. Then do the following:



http://www.teramind.co/portal

Click the About tab on the
Settings screen.

Teramind

To update the server, Click the
sion 2019014 3475 Update Teramind link.

e Click the Select update file
© o button. Select the TMU file you
just downloaded from the Self-

Hosted portal.

About this deployment Click the Update button.

Depending on your
deployment, Teramind will
update the server in 5-10
minutes.

Active Directory / LDAP Integration

Though not mandatory, Teramind can be integrated with Active Directory to import your users,
computers, groups, attributes and other important meta-data. Teramind's integration with Active
Directory is read-only. Remember, you can still monitor users that are not in the domain by simply
installing an agent on their computer. After you set up Active Directory, visit Security Settings to enable
domain authentication for the Teramind dashboard.

Active Directory/LDAP integration will provide the following benefits:

e The ability to report based on OU’s

e The ability to apply rules to OU’s and/or groups

e The ability to remote install to computers based on name, or AD group membership
e The ability to use Teramind only on a specific group

e The ability to exclude a group from being monitored

e The ability to log into dashboard via domain authentication

To get all of those Teramind will need to synchronize:

e (OU’s and groups
e User accounts, OU and group membership
e Computers and group membership

Active Directory synchronization can be set up as follows:


https://democompany.teramind.co/#/manage-install/?tab=security

About :
‘ LDAP SERVER: oc test com
LDAPPORT: 380
Agent defaults
Alerts ENCRYPTION: | fome B
7

o LDAP LOGIN: Adminisirator
Security

LDAP PASSWORD: W sessases -
Server management

e 1 lesteom
sMTP DOMAIN NAME:
System Health
Localization =
UPDATE INTERVAL (DAY S} 1
IMPORT ATTRIBUTES: | Aftributes e

IMPORT OBJECTS FROM THESE ORGANIZATIONAL UNITS [OUS): OrgUnit199, OrgUnit6s, Or.. = |

Groupt - |

MONITOR USERS IN THE SE GROUPS:

DON'T MONITOR USERS IN THESE GROUPS: Groups. -

SMTP Email

Click on the Active Directory
tab on the Setting screen.

Populate the settings and then
click the NEXT: FETCH
ATTRIBUTES button.

As soon as fetching is done,
choose the attributes, OUs,
monitored and non-monitored
Groups.

Click the SAVE SETTINGS &
IMPORT button to initiate the
importing process.

You might have to wait for a
little while (couple of minutes
depending on AD object count
and hierarchy).

Once the import is done,
refresh the page to view
changes.

If you wish to receive alerts and system notification by e-mail, you must configure SMTP so that

Teramind can send out mail.

T EE

= Settings

2
About SMTP SERVER: Hostname

e ?
Active directory ENCRYRTION

Agent defaults %
PORT: 465
Alerts

2
USERNAME: Username

Login screen

Security E-MAIL SENT FROM: no-reply@teramind.co

Server management

System Health

PASSWORD: Password

Test your SMTP settings

Localization

Test your settings by having Teramind attempt to send you an email now using the configuration
? you specified above

O o

Teramind On-Premise Deployment Guide V4.0

Click the SMTP tab on the
Settings screen.

Enter the settings for the
server, port, user name,
password and the e-mail
address. For encryption, choose
either SSL or TLS that your
SMTP server supports.

Click on SAVE, and then TEST to

ensure that the integration is
successful.
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SSL Certificate

Teramind strongly recommends proper configuration of SSL in order to avoid browser warnings and
restrictions. Some browsers will not allow websockets communications if the certificates are invalid. This
may prevent you from watching live screens or screen recordings.

For convenience, Teramind comes pre-shipped with an SSL certificate that’s valid for the hostname
onsite.teramind.io. If you wish to proceed without implementing your own certificates, you should add
a line to your local hosts file and then access Teramind by browsing to https://onsite.teramind.io. You
can do this by editing C:\Windows\System32\Drivers\Etc\hosts as Administrator and appending the
following line to the file, where <ip-of-teramind> is the IP you assigned the virtual machine:

<ip-of-teramind> onsite.teramind.io

For the long run, you should deploy your organization’s SSL certificates within Teramind, and add a DNS
entry in your corporate name server for your Teramind implementation.

To enter your own SSL

k certificates, click on the
oo Security tab on the Settings
e screen.
Agent dataults SSL
A Certificates should be in
e PEM format.

<D

Server management

Enter your server’s Private Key
(usually a .key file), Public Key
(usually a .crt file), Intermedia
Key (a concatenated list of CA
ECTINTERMEDIATEKEY *  Sulectfie Mol secctes certificates that validates your
T R server certificate) and the Root

© CA Key.

Click the VALIDATE KEYS
button.

SMTP SEL ECT PRIVATE KEY Sakct Ma Ne i saiacted
System Haalth

Lucahzalion

Dashboard authentiation
After you're done, please
access Teramind via the new
hostname. You’ll be asked to
log-in again.



OCR Deployment

To set up OCR you will need one OCR database node and at least one OCR mining node (for every 200
users). These nodes will communicate with the master node and with each other.

Q Please make sure the following ports are enabled and open among all nodes (master, OCR
database, OCR mining): 443, 5432, 9200, 42001 and 50051.

Define the Machine Role

To configure an OCR database node or OCR mining node, simply select the machine role when first
setting up the IP address of the virtual appliance in Step

Approving the Links

After setting the machine role and specifying the master node’s IP address you will see the OCR node
approval requests on the dashboard. Do the following to approve the nodes:

" i Click Server management on
the Settings screen.

Teramind node configuration

T Locate the node requests under
- e e T | aaai the NOdeS section nearthe
bottom.

Security settings

© j Click the APPROVE buttons for

i ) the nodes.

Nodes o

Screen mining oatabase node OKE free, DKE 1013



Architecture

For OCR (optional)

Do 8

Elasticsearch

1)

OCR Miners 1...n

C s
L] =s
] ==

Management Server 1

=

=)

= =]
® = ®
Management Server 2...n
Screen & Audio Storage
(Local / NAS over NFS)
|
C ss
E——au @ C s
Client PC App Server 1
Legends:

s

Main DB
PostgreSQL

S

Replica / Follower DB
PostgreSQL

=]
S=mn
C

E[=prn
= ==
=]

App Server 2...n

1. Teramind Agent asks Management Server for an Application Server IP and port

2. Management Server responds

3. Teramind Agent connects to the assigned Application Server

A. OCR Miner talks to the Management Server and asks for a record to process

B. Management Server fetches a screen file from the Screen & Audio Storage and sends it to the

OCR Miner Node

C. Once OCRis done, the OCR Miner sends results as text to the Management Server

D. Management Server writes the OCR result text to Elasticsearch

The Management Server serves the admin dashboard, load balances agents, and provides data to the
OCR Miner Nodes. Teramind Agent connects to an Application Server via an always-on, TLS-encrypted
connection, using our own protocol based on Google Protocol Buffers. OCR Miners are stateless and

work with spot instances.



Installation Support and Troubleshooting

Chat From your Teramind Dashboard or our website: https://teramind.co/

Email support@teramind.co



https://teramind.co/
mailto:support@teramind.co

	Quick Start & Deployment Overview
	Table of Contents
	Teramind On-Premise Overview
	Benefits of Deploying Teramind On-Premise
	Primary Server Requirements
	OCR Server Requirements
	Storage Requirements
	Agent Requirements
	Pre-Requisites
	GUI Installation
	Command-Line Installation (Windows):
	Command-Line Installation (macOS):
	Mac OS Permission Settings for Installing the Teramind Agent

	Dashboard-Based Remote Installation (Windows)
	Firewall & Proxy Considerations

	Setting Up a Virtual Sever with VMware ESXi 6.7 Web Interface
	Setting Up a Virtual Sever with VMware vSphere Client
	Setting Up a Virtual Sever with Hyper-V
	Setting Up the IP, Network and the Machine Role(s)
	Setting Up the Account and Finishing Deployment
	Installing the Teramind Agent
	Antivirus Considerations

	Additional Configurations
	Changing the License Key
	Server Update
	Active Directory / LDAP Integration
	SMTP Email
	SSL Certificate
	OCR Deployment
	Define the Machine Role
	Approving the Links


	Architecture
	Installation Support and Troubleshooting

